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Use case development

The process of

identifying undesirable behavior or system activities,
establishing indicators to spot them,
implementing the technology to detect them,
and preparing to respond to those detections.
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The challenges

Finding use cases
Too many use cases
Not enough resources
Missing technology
Changing threat landscape
Changing technology or business environment
New risk mitigation requirements
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It’s about
Prioritization and Adaption
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It’s about
being agile
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The Agile Manifesto
the use case development version
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We value more

Individuals and interactions over processes and tools

Working detections over comprehensive documentation

Many detections over a perfect detection

Responding to change over following a plan
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The Five Principles
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Our highest priority is to address real threats through
early and continuous delivery of effective detections.
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Welcome the changing threat landscape. Agile
processes harness change for the organization’s
advantage over the adversaries.
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Deliver working detections frequently, from a couple
of weeks to a couple of months, with a preference to the
shorter timescale.
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Working detections are the primary measure of
progress.
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Continuous attention to technical excellence and good
design enhances agility.
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If the agile manifesto fits our needs,
tools and methods might as well
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Agile methods

Work with a backlog
Re-evaluate priorities
Work on a cadence
Focus on digestible portions
Update detection capabilities frequently
Test and evaluate value constantly
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MITRE ATT&CK
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ATT&CK Matrix for Enterprise
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More than Tactics and Techniques

14 Tactics
191 Techniques

385 Sub-techniques
133 Groups
680 Software
43 Mitigations
39 Data Sources
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Prioritize use cases with ATT&CK

Filter and rank techniques
Assess the inherent value
Consider time criticality
Evaluate implementation complexity
Score use cases relative to each other
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Filter and rank techniques

Filter for applicability
Based on your environment and platforms in use

Remove preventable techniques
Use the mitigation information from ATT&CK

Count # of group using the technique
You may also filter for relevant groups
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Assess the value

Rank of addressed techniques
Position of tactic in the matrix
Coverage of your environment

Exposure of covered systems
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Consider time criticality

Does it mitigate a known vulnerability?
Do we have specific threat intel

Running campaign
Relevant incidents
Other indicators
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Evaluate implementation complexity

Existence of needed data sources
Specific tooling
Distinguishability

Definable IoCs
# of Expected false positives
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Bring it all together

Again borrowing from agile software development
methods we calculate:

This is an adaption of WSJF (Weighted Shortest Job
First)

Where we do not need absolute numbers, but relative
weights between the use cases to prioritize
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Priority =  

Complexity

Value + TimeCriticality



Conclusion

The world changes constantly
We need to be agile
Agile means prioritize and adapt
ATT&CK provides information to assess use case value
Consider value and complexity
Focus on deliver value early and often
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Questions?
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Thank you
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